












































































































































Chapter 3 - An Overview of Cloud Computing

Dell (2013) concurs with e views of Kim, et al (2009) and Ross (2010) about the evolution or
history of cloud computing but highlight the more recent progression which includes:
m In 2008: Computing resources becoming a metered service called utility computing and
the increase in organisations switching from company owned hardware to cloud services
s In 2009: Various funding initiatives and research grants towards cloud computing research
m Present: Sedani and Doshi (2015) argue that cloud computing in general is accelerating
but has yet to distinguish itself from the internet. Bond (2015) adds that history is repeating
itself, as we have gone from a centralised approach to highly distributed and now back to

centralised.

Figure 3.1: A Summary of Cloud CompuliGi Q€5 191 DX C@hEURE@om Dell (2013), Kim, ef al (20 ) and Ross
(2010)]

The combined views of Dell (2013), Kim, et al (2009) and Ross (2010) have been consolidated
into figure 3.1 above, giving the reader a very high-level overview of the history of cloud

computing to date.

The following section aims to define cloud computing thus assisting to establish a clear
understanding of the technology central to this research project. Additionally, the factors which
positively or negatively influence the rate of adoption, such as the overall benefits and weaknesses
will be discussed. These need to be fully understood by an organisation in order to successfully

migrate to a cloud platform.

3.2.2 Standard Definition

Numerous definitions exist for cloud computing but to date there is no universally agreed industry
definition. The most commonly cited definition seems to be that by the US National Institute of
Standards and Technology (NIST) which reads as follows, “a model for enabling convenient, on-
demand network access to a shared pool of configurable computing resources (as an example,
networks, servers, storage, applications, and services) that can be rapidly provisioned and released
with minimal management effort or service provider interaction” (Mell & Grance, 2011, p. 1).
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Chapter 3 - An Overview of Cloud Computing

approaches (in terms of service and deployment models). Sriram (2011, p. 5) expands on this by
stating the importance of choosing the right model and that, “Cloud service models offer financial
institutions the option to move from a capital intensive approach to a more flexible business model
that lowers operational co ;. The key to success lies in selecting the right cloud services model

to match business needs.”

Figure 3.3 is referred to by Kepes (2013) as the cloud computing stack. The stack depicts the three

main categories within cloud computing, namely: SaaS, PaaS and laaS.

Figure 3.3: Cloud Computing Stack (Kepes, 2013)

These three main categories (IaaS, PaaS and SaaS) are defined briefly below. Table 3.1, table 3.2,
and table 3.3. provide a detailed description of the categories as provided by Kepes (2013),
Hurwitz, et al (2012) and Huth and Cebula (2011). The purpose of Table 3.1, table 3.2, and Table
3.3. is therefore to concisely summarise the characteristics, advantages and disadvantages of the
cloud computing stack. Additionally, industry examples and adoption guidelines are included for

each service model.

3.2.4.1 Infrastructure as a Service (IaaS)

[aaS forms the foundation of the cloud and consists of virtual servers, network devices, storage
disks and operating systems (thus the computational infrastructure or physical assets) all of which
are provided by a service provider as an on-demand service to an organisation. This forms a

platform upon which organisations can develop and execute applications (Walker, 2010).
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Chapter 3 - An Overview of Cloud Computing

Page (2010) believes that although cost savings should be an advantage, sometimes it can be
deceptive, the example used is that of pricing and servicing guarantees from cloud providers.
These may be transparent, but in reality it is difficult to compare on a like-for-like basis with an
in-house data centre. In contrast, Cox, Darby, Felts and Purvis (2015) believe costs savings is an
advantage, this is due to the findings from a recent global survey conducted by KPMG. The survey
comprised of 800 technology industry leaders and stated that 70 percent of executive’s felt that
through implementing clo  technology, they were able to substantially reduce their costs.

3.3.1.1.3 Data Security

This is a fundamental consideration, to all organisations. Information that is highly sensitive and

confidential in nature should remai~ -~ -~ -—=-~*~ ~'oud behind an organisations firewall.
Information that is less sensitive woul the cloud. In this instance organisations
should carefully classify eir highl ation from that of their less sensitive
information.

This view is shared with that of Marcos, TSl osa, Medina, Reyes, Rodriguez and Wang
(2015), who state that securfty FFNV@TF S DY tatidr @ atlopfignrend thus the need for visibility,
quicker access to logs and better progiction ofTddta Reditidlek Organisations need to be aware of
the steps required to secure their data when it is being housed in data centres that are outside of

the control of the organisation.

3.3.1.1.4 Regulations

Geographical location and issues should be evaluated carefully; this is especially true for financial
organisations. Datacentres may not be located within the same country and thus laws and
legislation may differ (from country to country). Gutierrez, Boukrami and Lumsden (2015)
support the view of Parakala, et al (2011) and further argue that the geographical location of data

centres is critical.

Importantly, regulatory requirements may differ between industries depending on the nature of the
information stored by organisations within that industry. It is important for organisations to be

aware of these regulatory requirements.

3.3.1.1.5 Provisioning

Applications which require quick scalability and have fluctuations regarding their demand are

most suited for the cloud (where quick provisioning of resources is more readily available). An
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Chapter 4 - Barriers to Cloud Computing

m Inability to provide a long lasting competitive advantage.

Confirming the above issues, Foddering (2011) provides statistics from a Cisco commissioned
study where 250 IT decision makers in large United Kingdom (UK) companies across five sectors
were telephonically interviewed. The respondents reported on their concerns regarding cloud

computing adoption, which include:

m  75% of respondents recognised security and privacy;
m  64% recognised data location;
m  62% integration issues with in-house IT and

m  60% recognised hosted services.

In a more recent study conducted by M sa, Medina, Reyes, Rodriguez and Wang
(2015) which consisted of 102 global arious organisation, the overall findings

were very similar with:

s 86% of the respondents listed secu’SQiij#npliance as their primary concern;

m  79% listed privacy a@ﬁ%ﬁqu%ﬂﬁw as the secondary concern and

m  57% cited data residency asglyatnert geresire

These findings are still aligned with those of Carroll and Ramsingh (2012) who surveyed numerous
clients and businesses within South Africa. The survey results showed data security and legal
issues as being the primary obstacles to adoption. This is closely followed by compliance issues
(or legal issues) and vendor ck-in. Other obstacles included: pricing, complexity, loss of control,
no financial benefit, unclear licencing agreements and uncertainty of long term offerings. It is
however noted by Carroll and Ramsingh (2012) that “uncertainty of long term offerings™ is not
highly rated as an inhibitor of cloud computing adoption which indicates that cloud computing is
maturing as a technology option. Thus, businesses are beginning to take the longevity and viability

of cloud computing adoption more seriously.

Additionally, Heyink (2012) highlights the complications which organisations should consider
about the geographical locations of cloud services providers. Cloud service providers that are
situated in a different geographical location (specifically outside of South Africa) may be exposed
to different legal jurisdictions and consequences, business practices and lastly government

oversight (Heyink, 2012).
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Chapter 4 - Barriers to Cloud Computing

immature and under no co ol of the organisation. Finally, bandwidth costs and capacity remain

major concerns which orge sations are unable to directly influence.

External Task 4 »  Organisation
Environment Technoloaical Security
echnologica
%%g?a%?"?f .| Innovation | Compliance
"| Decision | Geographical
Legal Issues. Making Location
Internet Bandwidth x
and Costs
Technology
Absence of
Standards
Dinifnl NaAata Driviangs
Figure 4.2: Adapted Technology, Organisation, del
While this classification of the inhibif uating adoption into the TOE framework

provides a structured way of understandin"sons for failure, in order to provide a means
of assessing the readiness oftfmanciél sqnfis:e to P?niﬁg%tﬁo the cloud, the innovation-decision
model is discussed and incorporatgy, gﬁ?ﬁ@“f{ﬁ@f’é’éﬂﬂ’éﬁ model is described in the following

section.

4.3.3 Innovation Decision Making Process for Adoption

The Innovation-decision making process (Rogers, 2003) is depicted in figure 4.3 and is used to
explain the steps of the process in which individuals or groups of people adopt an innovation, such
as cloud computing. The innovation-decision making process is said to consist of the following

stages;

m  Knowledge: At this stage an individual becomes more aware of the innovation (cloud
computing) and begins to develop a better understanding of its abilities.

m Persuasion: Here individuals will start developing either a favourable or unfavourable
attitude towards the innovation (cloud computing).

s Decision: A decision is made to either adopt or reject the innovation (cloud computing).

n Implementation: This involves putting the innovation (cloud computing) into practice or

use.
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Chapter 6 - Empirical Findings and Discussion

devices from time to time. )nly one respondent indicated a trust issue existing relating to the use
of mobile devices for online banking. This is an important finding as it shows that employees of

this organisation will support the migration of financial services to the cloud.

6.3.6 Contact Options

For question five respondents were asked, “If given an option to perform an activity over the
internet (mobile or desktop web browser) instead of through a walk-in process...”. The following

options were made available for them to select from:

s [ would always use e internet
s [ would rather use the internet as long as no financial information is involved

m [ would rather walk in and deal

The responses are shown in Figure 6.6

Lovlons

¥y

[.Iwould always use the internet
2. Iwould use the internet as long as no financial information is involved

3. Iwould rather walk in and deal with a person

Figure 6.6 - Contact Options

The significant majority (75 ) of respondents indicated that they would prefer to use the internet
under any circumstances, although about one quarter of respondents indicated that they would only
prefer to use the internet were no financial information is involved in the process. Table 6.4 shows
that none of the respondents indicated a preference to dealing with a person as part of a walk in

process.
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Chapter 6 - Empirical Findings and Discussion

6.3.10 Client Online Capabilities by Respondent Group

Question nine asked respondents to indicate the level of familiarity they ad with the inhibitors to
cloud computing identified in chapter 4. This was provided to identify the level of knowledge
which existed at the organisation for the inhibitors. “Familiarity” was selected to avoid negative
sentiment from individuals who were not technically sufficient but still had good awareness around
a topic. A Likert scale of familiarity levels was used as follows, 1 was the most unfamiliar and 5

the most familiar:

1. Very unfamiliar (Weighting Value of 1)

2. Bad (Weighting Value of 2)
3. Neutral (Weighting Value of 3)
4. Good (Weighting Value of 4)
5. Very familiar (Weighting Valu
The mean selection value for each it with a weighting value score for each

selection similar to the numbering of the bUlbove. This creates a weighting level which
could be applied to asceﬂain@ﬁ%if@i&i@fuﬁ‘miﬁfg ot familiar to the respondents.
Therefore, for each inhibitor, the Higiztthe o verdil eoettmeceore the higher the group familiarity
to that inhibitor. By understanding the most and least familiar inhibitors the framework could be
adapted to include items which respondents could make the biggest impact in the adoption of cloud

computing.

Associating a weighing to each familiarity level for the inhibitors they could each be scored a
value by the selection for the familiarity rating. Using this value, a mean value for each inhibitor
could be established. Once each rating was calculated the inhibitors could be ranked from most
to least familiar. This provides interesting insight into areas in which the adoption of cloud
computing is most likely to require the most attention. In figure 6.10, figure 6.11 and figure 6.12,

higher bars indicate higher levels of familiarity (the familiarity weighting) by mean value.
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Chapter 6 - Empirical Findings and Discussion

to strongly agree (5). The results for each question are provided in the following sections, grouped
by the responses given and composition by role.

6.3.11.1 Question 10.1

In question 10.1 respondents were asked to what extent they agreed that “our products cannot be
provided as online services”. The overwhelming majority selected disagree or strongly disagree.
There were no respondents who indicated that they agreed that products of this organisation could
not be provided as online services. This indicates that there is at least some interest in exploring

the migration of such products into cloud computing platforms. Figure 6.14 details the selections

made for question 10.1.
Our Products Cannot Be Provided As Online Services
45
40
35

JTH: I do not work in either IT or 30

Finance
T: work in the IT Departmen&(éll 'ﬁé tiare
levels)
pi
iIN: I work in the Finance
Department 15

iIN: I am a general or senior
manager in the Finance Department 10

Strongly Disagree Neutral Agree Strongly
Disagree Agree

Figure 6.14 - Question 10.1 Responses

It is important that employees believe that their products are capable of being provided as online
services. Noting the importance of persuasion within the innovation readiness assessment

framework process (Rogers, 2003), employees must have the belief that it is possible.

6.3.11.2 Question 10.2

Figure 6.15 shows that the sentiment towards the technical competency of clients is split at this
organisation. Almost perfec y symmetrical responses were observed on both sides of the neutral
response option. This area is one where more exploration should be undertaken, perhaps in a

separate future study.
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Chapter 8 - Concluding Remarks

The empirical component of this research project refined a framework which financial
service providers can use to assess their readiness for cloud computing. As part of the
process of assessment, there is a maturing of the financial services of the organisation in
anticipation for cloud computing migration. In doing so these, organisations will benefit
from some of the benefits described in chapter three. This was recognised by respondents

as part of the empirical research questionnaire.

The findings in chapter seven explored some of the benefits the organisation would be able
to achieve. The respondents indicated a desire to adopt cloud computing technologies in

order to improve their market position.

2. What are the factors which ir t of cloud computing at South African
financial service providers?
Chapter Four, proposed a mea adoption maturity of financial services

for migration to the cloud, and .ﬁcally the moving of highly confidential

financial services toltjaﬁf%xf W "IFF ((ﬁ@f)tﬁtheréfore began by discussing the
perceived weaknesses of glg%fﬁ@,plfﬁrg. Bt dbe risks or concerns were evaluated

and summarised with the aid of a literature matrix. The matrix provides a view of the
literature reviewed with an intersection of the inhibitors identified from this literature, thus
the primary inhibitors which prevent the adoption of cloud computing were established.
The original inhibitors that were applicable and most relevant to financial services were
noted, namely: security (of data and information), compliance, digital data privacy, outage
and availability, geographical location, legal issues, absence of standards, internet

bandwidth and costs.

From the literature reviewed it has been noted that, the above mentioned inhibitors were
found to delay the adoption of cloud computing at financial organisations. In South Africa,
adoption of cloud computing, amongst organisations was found to be dramatically slower
when compared to other countries (Moyo, 2015). For this to be improved organisations
should systematically address each of these points in a structured and managed manner. A
way in which to do this is through aligning the inhibitors to the three views of the
Technology, Organisation and Environment (TOE) framework, however the requirement
for a maturity process remained. Consequently, the innovation-decision making process

was introduced and used to explain the phases in which individuals or groups of people
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adopt an innovation. he innovation-decision making process was then incorporated into
the framework as a measure of progression towards the adoption of cloud computing. This

provided a structured and logical set of steps to measure progress of adoption.

The impediments for cloud computing adoption which were identified in chapter four
formed the foundation of the questionnaire which was used in the empirical component. It
is these impediments which inform the maturity path to cloud computing, therefore they
are the critical comp: ents of the research output framework. One item which respondents
were quick to point out was, the importance of improvement to the national infrastructure

and bandwidth, in order to enable cloud services.

What attributes of a financi uired before cloud migration can be
achieved?

Chapter Four defined the impe: mputing and provided the attributes for
assessment which are required services to cloud computing (Introna &

Piderit, 2013). The impediments-halysed further in the empirical component

of the research projﬁnﬁ? ]pla& fg tlﬁstppaéelg% tﬁ attributes of the research context

organisation and thereforq*é}aélph%ialtﬁd SePepshere assessed by respondents. This
provided the insight into which attributes were key for consideration before migrating to

cloud computing by using the research framework.

The findings suggested five key attributes of a financial service which should be assessed
in addition to the impediments described in chapter four. The five attributes were found to
be the platform requirements, mobility, cloud strategy, awareness levels and bandwidth
requirements for each financial services which was being applied to the readiness
assessment framework. These attributes were incorporated into the original framework to

address the specific requirements for each attribute.

As described above the objectives of the research were achieved in the development of the output

framework. The refinement of the framework was completed by following the Design Science

Methodology and associated Design Science Guidelines, Hevner, March, Park and Ram (2004)

and an empirical component. This process incorporated steps which systematically addressed each

of the research questions as described previously. The next section provides mode details

pertaining to the theoretic: frameworks which were used to develop the readiness assessment

framework.
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Security

Temporary Fad

Uncertainty of long term offering

Unclear licensing agreements

Vendor lock in

10) Please answer for each statement...

Strongly
Disagree

Disagree

Neutral

Agree

Strongly
Agree

Our products cannot be provided as online
services

Our clients are not technologically savv

Face to face contact is essential for all

The internet infrastructure in South .
prevents online services from prevailing F

LR NE R A1 8
\CESERAWIERIYE

Our clients do not trust computer ?Stemﬁlw h
their finances

n Excel

f Fort Hax

lence

Most of our clients do not have internet access

Allowing clients to access information from
their cellular phones is safer than from web

browsers
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Abstract

Financial service providers in South Africa are failing to leverage off the benefits that
cloud computing could contribute t¢ nd clients. The primary objectives of
cloud computing include =2ducing e costs and processing time whilst
increasing process throughput, re ty and flexibility. However, despite
these advantages, both strategicz 1ally, there is still a relatively slow
adoption rate. This can be attribut al pitfalls of the technology such as
security concerns, failure downtinr server maintenance or unforeseen

outages, implementation complexutyvpatibility issues (Low et al.,, 2011).

Therefore, a gradual implementation appfoach is suggested, which follows a slow
migration process that st mlwanrsatgs die mombelh peocesses or functions being
hosted by the cloud. This 1igr. RR{oAsEiS A8 nt on the ability for an objective
assessment of the readiness of each individual service, and the components thereof, to
be migrated to the cloud.

The risk of moving higt ' confidential financial services to the public cloud can be
enormous if not properly controlled. Business managers and executives are faced with
numerous technical decisions in deciding which route to take when migrating their
portfolios to the cloud. This can often result in timely delays or the complete abandonment
of such ambitions. Babar and Chauhan (2011) point out that very few migration readiness
assessment strategies exist, and those that do exist are focused at a much higher level
of abstraction. No framework exists within which financial service providers can assess
the feasibility or readiness of their unique financial services for cloud computing. This is
supported by Foddering (2011) who notes that the development and demand for cloud
industry standards (the assessment of service readiness) is the foremost concern of IT
decision makers. Thus, t 5 paper is relevant in addressing the lack of concise direction
towards migration of services for public cloud computing.

This paper examines ways in which South African financial service providers are able to
increase the rate of adoption of cloud computing services. To achieve this financial
service providers require a means to assess the readiness of their services for the
adoption of cloud comput g. The contribution of this paper is a framework, based on the
Technology Organisation Environment Framework (TOE), that medium sized financial
organisations can make ;e of in order to assess the feasibility and readiness of their
financial services for migration to cloud computing.

Keywords: Adoption, clc 1 computing, financial services, readiness
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1. Introduction

Interest in cloud computing has grown significantly within the information technology (IT)
industry (Low et al., 2011) It is estimated by Lin and Chen (2012) that spending on cloud
computing will reach $8.1 illion in 2013. As a result of this rapid growth and investment,
cloud computing is fast becoming a focal area within organisations who aim to attain IT
innovation, investment an a competitive edge. However, Lin and Chen (2012) highlight
that, as with any topical technology, the benefits, weaknesses and compatibilities of cloud
computing need to be ¢ isidered prior to adoption. For financial service providers in
South Africa, which provide the context for this research paper, it is important to leverage
off the benefits that cloud computing could contribute to their business and clients.
However, a number of issues influence the relative ease with which business managers
and executives are able to assess the readiness of their financial services for such a
technology.

The problem or risk specifically being addressed in this paper is that financial service

providers are not capable of asses: vices for readiness to migrate to the
cloud. As the financial services indi npetitive, this results in an increased
risk of loss of revenue through com| f similar services. The greater South
African financial services industry ¢ sk of falling behind the innovation of
other organisations in countries wh ogress to adopting cloud computing.
This risk of a potential loss of rever eighed up against the risk of moving

highly confidential financial services tw: cloud, which can be enormous if not
properly controlled (Howarth, 2009). There has not been sufficient research into migration
readiness factors in the fikadtlal edivideg Ddubtty dnd16id @search aims to fill this gap
in order to establish structured #FdeptiteprRcesaas fentipancial services. By doing so, the
rate of adoption and success of migration activities will improve. Finally, by not adopting
measures to reduce operating costs, such as cloud computing, costs may rise to the point
at which jobs are threatened or services need to be priced at levels which are not
sustainable.

This paper proposes a framework for assessing the readiness of financial services for
migration to the cloud based on a literature survey of recent publications related to cloud
computing adoption. From this literature, the inhibitors of adoption success are derived
and classified according to the Technology Organisation Environment Framework (TOE).
Additionally, the steps of the Innovation-Decision model are incorporated, to provide a
means of determining the progress toward adopting cloud computing for a particular
financial service.

This paper first considers the definitions and benefits of cloud computing relevant to this
research paper. This is followed by a content analysis of factors which inhibit cloud
computing adoption and a discussion of the TOE framework and Innovation-Decision
Model which provide the basis for the framework proposed in this paper. Finally, the
proposed Cloud Computing Readiness Assessment Framework is then discussed.

2. Cloud Computing: | finitions and Benefits

The factors which positively or negatively influence the rate of adoption, such as the
overall benefits and weaknesses, need to be fully understood by an organisation in order
to successfully migrate to a cloud platform. Before this can be done cloud computing
needs to be defined and derstood.
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Alter et al. (2010) provi : additional factors impeding the rate of cloud computing
adoption, including:

= Insufficient knowledge or understanding of what cloud computing is, resulting in
organisations taking a more cautious approach to adoption.

= Viewing cloud cor )uting as a temporary fad, resulting in organisations being
unconvinced of the need to adopt cloud computing.
Low confidence in e ability of cloud computing solving complex problems.

= Inability of being able to provide a long lasting competitive advantage.

Confirming the above issues, Foddering (2011) provides statistics from a Cisco
commissioned study where 250 IT decision makers in large UK companies across five
sectors were telephonicz ' interviewed. The respondents reported on their concerns
regarding cloud computin adoption, which include:

m  75% of respondents recognised security and privacy;

s 64% recognised di 2 locatic

m  62% integration issues with

s 60% recognised hosted sen
These findings are very similar to i ind Ramsingh (2012) who surveyed
numerous clients and businesses a. The survey results showed data
security and legal issues as being vstacles to adoption. This is closely
followed by compliance issues (or IegaMes) and vendor lock-in. Other obstacles
included: pricing, complekityy ipeg <f jSoF@q-thHQﬁfé benefit, unclear licencing
agreements and uncertamty é?bg ({ 2 however noted by Carroll and
Ramsingh (2012) that “uncertain ong erm rlngs is not highly rated as an inhibitor

of cloud computing adoption which indicates that cloud computing is maturing as a
technology option. Thus, businesses are beginning to take the longevity and viability of
cloud computing adoption more seriously.

Additionally, Heynik (2012) highlights the complications which organisations should
consider about the geographical locations of cloud services providers. Cloud service
providers that are situate in a different geographical location (outside of South Africa)
may be exposed to different legal jurisdictions and consequences, business practices and
lastly government oversight (Heyink, 2012). Finally, financial service providers need to
be aware of all challenges they may face in implementing cloud computing. Challenges
to financial institutions are heightened because of their security-sensitive environment
(Seruga and Hwang, 2012). It is therefore crucial that financial organisations understand
these challenges before they implement cloud computing. Seruga and Hwang (2012) also
promote security, data privacy, availability, absence of Standards (Vendor Lock-In) and
compliance as barriers to ¢ »ud computing adoption.

To determine the most significant inhibitors of cloud computing adoption, a basic content
analysis of key articles was conducted which concepts are the most prominent in this
relationship. Table 1 bel / provides a matrix view of the literature reviewed with an
intersection of the inhibitors. An indicator is displayed where an inhibitor is included in the
literature reviewed. The purpose of this table is to establish the primary inhibitors which
prevent the adoption of clc d computing. These inhibitors are generally applicable to all
organisations, but those that are specific, applicable and most relevant to financial
services will be noted.
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to drop substantially before the greater South African market is able to make use of the
internet, and therefore cloud computing.

The primary inhibitors to cloud computing adoption, identified above, are all
fundamentally important to the financial services industry. Financial organisations collect
information from their customers which is processed and stored. This information
contains personal and transactional customer information which is highly sensitive in
nature and thus explains why data security is a high priority for financial organisations
(Howarth, 2009). There are also regulatory and compliance inhibitors to adoption. In some
instances financing regulators may stipulate that information must be stored in the home
country (this coincides with the geographical location challenge). While certain
compliance may also state that data cannot be intermixed with other data on a shared
server or database (Khaj -Hosseini et al., 2010).

The inhibitors all affect the adoption of cloud computing at financial organisations. For
this to be improved organisations must systematically address each of these points in a
structured and managed manner. This is the key problem addressed by this paper. The

following section presents and dis osed Cloud Computing Readiness
Assessment Framework for financi olution to the research problem.

4. Developing the Cloud Compu Assessment Framework

This paper sets out to propose a f ‘come adoption issues encountered
when migrating financial services to orm. The proposed Cloud Computing

Readiness Assessment Framework for financial services is based on the TOE framework.
Below, the TOE frameworlid bile@y 8¢E§filoed er@itberbAibigors identified above aligned
with this framework. In order to k@ meaneef asgpesment of readiness of a financial
service, the phases of the Innovation-Decision Model are incorporated into the proposed
framework. Thus, the proposed framework provides a phased approach for addressing
the adoption of cloud computing for financial services.

The methodology used to establish the framework was extensive literature analysis,
critical thought and analysis. The research process includes the identification of key
theory which addresses the application of new technologies at an organisational level.
Following this, an analysis of key inhibitors from related literature should reveal more
commonly featured inhibitors. Thereafter applying these findings to the theory provides a
framework from which organisations are able to base their investigation into cloud
computing. A maturity step process provides a phased implementation approach to
implementing the model. The following sections describe the methodology components
in more detail.

4.1 The Technology, Organization, Environment (TOE) Model

The TOE framework, as depicted in Figure 2, below, can be described as a framework
which examines the process of how an organisation goes about adopting and
implementing technological innovations. The adoption and implementation process is
believed to be largely influenced by the various contexts namely, technology, organisation
and environment (Tornatzky et al., 1990). The three contexts aim to represent the
constraints and opportunities faced when considering technological innovation.

Thus, when assessing the technology innovation of cloud computing and more
specifically the adoption of cloud computing — organisations can factor in all possible
strengths and weaknesses. Further to this, Tornatzky et al. (1990) state that these three
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manage the adoption of cloud computing. Using the framework the task team could easily
allocate objectives to individuals or groups. The organisation would follow each phase
until they have satisfied the objective for each inhibitor. Through this process the adoption
of cloud computing is greatly improved and the level of risk is reduced.

6. Conclusion

This paper aimed to propose a means of assessing the readiness of financial services for
migration to the cloud. = is paper highlighted the benefits and weaknesses of cloud
computing. Through this evaluation, financial organisations are better positioned in
deciding whether to adopt cloud computing or not. Awareness of benefits and
weaknesses positively o1  egatively influences the rate of adoption.

The main problem or risk specifically addressed was that of moving highly confidential
financial services to the public cloud. Risks or concerns were evaluated and summarised
with the aid of a literature matrix. The matrix provided a view of the literature reviewed
with an intersection of the inhibitors identified from this literature. The purpose was to

establish the primary inhibitors w* ~ ~ 7 adoption of cloud computing. The
inhibitors were generally applicab tions, but those that were specific,
applicable and most relevant to fin ere noted, namely: security (of data
and information), compliance, digit wutage and availability, geographical
location, legal issues, absence of s t bandwidth and costs.

The above mentioned inhibitors were atively influence the adoption of cloud
computing at financial organisationmo be improved organisations should
systematically address eaffi g {res&ppirteip FEﬁ*FtPMP@d managed manner. A way
in which to do this is through-a gm me Jnhll?l'tors to the three views of the TOE
framework. Next the innovation-decision making process was introduced and used to
explain the phases in which individuals or groups of people adopt an innovation.

The innovation-decision making process was then incorporated into the framework as a
measure of progression towards the adoption of cloud computing. This provided a
structured and logical set of steps to measure progress of adoption. Finally, the
consolidated final framework for addressing and resolving the inherent inhibitors to the
adoption of cloud computing at a financial services organisation was explained. This final
framework is seen as a means to plan for and address each primary inhibitor, and assess
progress towards the resolve of these inhibitors.
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